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ABSTRACT

Neural networks (NN) often need to be lightweight and
fast for practical deployment. Various NN compression tech-
niques, including tensor decomposition, aim to achieve this
goal. Tensor decomposition involves computing a decompo-
sition of the weight tensor of a layer and replacing it with
smaller layers using the decomposed weights. Subsequently,
fine-tuning is performed to regain lost accuracy. However,
while NNs are known to exhibit robustness issues, tensor de-
composition for compression has primarily been evaluated on
accuracy. In this study, we investigate the impact of ten-
sor decomposition on the robustness of large CNN (Convo-
lutional Neural Network) models. Through multiple experi-
ments on different models trained on ImageNet, we demon-
strate that tensor decomposition preserves model robustness.
Furthermore, we observe that the choice of fine-tuning learn-
ing rate plays a crucial role in determining robustness. A high
learning rate may enhance accuracy but significantly compro-
mises robustness. Conversely, a low learning rate can effec-
tively restore model robustness, albeit with a smaller accuracy
improvement. These findings offer a practical approach to
preserving model robustness without resorting to adversarial
learning, thus eliminating the need for additional knowledge
about the defense methods used in the original model.

Index Terms— Neural network compression, tensor de-
composition, robustness, adversarial attacks, trustworthy Al

1. INTRODUCTION

For a decade, neural networks have been the best performing
algorithms for a large variety of tasks. They first brought ma-
jor breakthrough in visual tasks such as character recognition,
image classification, object detection, image segmentation or
depth estimation. Since then, their applications extended to
various other areas where it made significant advancements
such as Large Language models for Natural Language Pro-
cessing. Those neural networks are characterized by an im-
portant number of parameters in contrast with traditional al-
gorithms (such as nearest neighbors, binary tree...). For ex-

ample, AlexNet , VGG-16 , ResNet or GoogleNet have tens
of millions trainable parameters.

Compression. Although neural networks often benefit
from a vast number of parameters during training, there
may be potential to create a more compact representation
of the trained model. In particular, this question is crucial
because many applications demand efficient execution on
embedded devices with limited computational resources.
Notably, this is essential for tasks like image classification
on smartphones and applications for autonomous vehicles.
This led to the development of a rich line of research for
developing techniques that aim to lower the number of
parameters of neural networks with different techniques [1]
such as quantization, pruning, knowledge distillation or
low-rank factorization.

Quantization proposes to lower the numerical precision of
weights during storage and computation. Pruning is suppress-
ing some connections between layers, that can be arbitrary
connections or blocks of connections to make the network ef-
fectively faster. Distillation generally relies on the teacher-
student framework with the aim of training a smaller network
with guidance from an already trained larger network. Low-
rank factorization compresses the information of the weights
tensors representing connections between layers by storing it
in a low rank subspace. Those techniques can be either per-
formed during or after training. In the latter case, this allows
to compress already trained networks that were not specifi-
cally designed to be compressed. Furthermore, one should
note that these different methods are in principle compatible
for a simultaneous integration.

Adbversarial attack and robustness. It has been showed
that neural networks are vulnerable to adversarial examples
[2]: inputs that have been slightly modified through small per-
turbations, can lead to incorrect predictions. The vulnerability
to adversarial inputs can be problematic as it presents secu-
rity risks and hinders the adoption of deep learning methods
in safety-critical applications.

There are various attack techniques (see section 4) that
aim to identify the most efficient perturbations to deceive the
neural network. These attacks can be employed to assess and



improve the robustness of the neural network.

Contributions and outline. The Assessment List for
Trustworthy Artificial Intelligence (Al) [3] outlines as key
requirements both the crucial aspect of the environmental
well-being (for example through smaller and less
energy-intensive models) as well as the essentiality of the
technical robustness of the models. It is thus natural to
investigate the robustness of compression techniques, that we
will assess through the vulnerability to various adversarial
attacks. This question was already partially answered for
quantization, pruning and knowledge distillation [4] but to
the best of our knowledge there is no clear evaluation for the
low-rank factorization technique. In this paper we propose to
investigate the robustness of models compressed by low-rank
factorization. In particular, we will focus on the two classical
and popular tensor decomposition techniques, the Canonical
polyadic (CP) decomposition and the Tucker decomposition.
These two decompositions are specifically well suited for
CNN Ilargely used for visual data processing [5, 6].

We measure with extensive experiments on ImageNet the
robustness of models obtained by compressing models with
different degrees of robustness '. Our investigation highlights
the fact that tensor decomposition-based compression main-
tains the robustness of the original model. Surprisingly, the
results suggests that a small learning rate in the fine-tuning
step is critical for the preservation of the robustness. Indeed,
a large learning rate converges to a more accurate but less
robust model. These results have significant implications for
practical applications where the objective is to compress mod-
els while keeping their robustness. Indeed, existent methods
necessitate adversarial fine-tuning to achieve a robust com-
pressed model.

In section 2, we provide an overview of the current state
of the art. In section 3 and section 4, we detail the methods
utilized in our experiments and in particular the compression
by tensor decomposition techniques as well as adversarial at-
tacks. In section 5, we present our experiments and our re-
sults.

2. STATE OF THE ART

In this paper, we explore the intersection of the compression
and robustness subjects.

For pruning, [7] concluded that pruning a standard model
improves its robustness against Fast Gradient Signed Method
(FGSM) and occlusion attacks, supposedly because of the
regularization effect of pruning. For knowledge distillation,
[8] shows that the student network does not inherit the robust-
ness of the teacher model with standard knowledge distilla-
tion and propose a modification of the knowledge distillation
protocol to partially preserve the robustness. In the domain

The results and the compressed models are available here: https://
github.com/TheoRudkiewicz/ICIP2024-robustness

of speech processing, [9] proposed another knowledge dis-
tillation technique focusing on robustness against noise. Fu
et al. [10] showed that quantization improves robustness and
proposed a new robustification technique based on quantiza-
tion. Zhao et al. [11] studied when the attacks are transfer-
able between compressed (quantized or pruned) and uncom-
pressed models.

From a different angle, some other works try to use
compression as a tool for better robustness. Ye et al. [12]
uses pruning to create robust model that are not too big.
Other works like [13] and [14] use decomposed tensors not
directly to compress but as a better structure for robustness,
they developed respectively defensive tensorization and
tensor dropout. In addition to compressing models it is
possible to decompose the input tensor data to remove noise
and perturbations to enhance the robustness as noted by [15].

Concerning the combination of low rank factorization and
robustness, Gui et al. [16] developed a framework to com-
press models without hurting the robustness of the model. It
uses an optimization algorithm that integrates the adversarial
fine-tuning with the constraints of sparsity and pruning. This
optimization algorithm can be performed on a model that has
been compressed through low-rank factorization. Thus, their
focus lies in exploring the combination of adversarial train-
ing with low-rank factorization, whereas our approach probes
a more fundamental question: whether tensor decomposition
inherently preserves robustness.

Our experiments led to a surprising and interesting ob-
servation, a standard fine-tuning with a small enough learn-
ing rate is able to converge to a minimum that restores most
of the robustness of the original model. Additionally, we
observed that the restored robustness is comparable to what
could have been achieved through adversarial fine-tuning as
we compared the two methods. These new observations offer
a different method for compressing robust models with tensor
decomposition. It is simpler, more generalizable and does not
require supplementary expertise or knowledge on the defense
method used for the original model.

3. COMPRESSION BY DECOMPOSITION

The compression by tensor decomposition is done by replac-
ing layer of the network with a new smaller layer or sequence
of layers. For our experiments, we investigated the impor-
tant task of image classification with convolution networks,
we therefore focus on the compression of linear layers (also
called fully connected layer) and convolution layers.

3.1. Linear layer compression

A linear layer is a function fj; : R™ — R™ defined by
fu(x) = Mx where M € R™*™, M can be approximated
by a product M ~ UV with U € R™*", V € R"*" and
r € N a parameter that controls how hard the approxima-
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tion is. For a fixed rank r, the best approximation can be
computed using the singular value decomposition (SVD). Us-
ing this decomposition we have fy;(z) = Mz ~ UV Tz =
(fu o fy7)(z), hence we can replace the linear layer f; with
two successive linear layers fi; and fy .

Now we compare the storage and computational cost of
the original layer and the new layers. In the first case there
is mn parameters and mn additions-multiplications. On the
other hand, the two layers have mr + nr parameters and re-
quire mr+nr additions-multiplications. As a consequence, if
r is small enough this process lead to compressing the linear
layer.

3.2. Choice of the rank - VBMF

Choosing the right r is difficult as it should be small enough
to compress the layer but should also lead to a small enough
approximation error. In the literature, different proposed pro-
cedure [17, 18] use the VBMF (Variational Bayesian Ma-
trix Factorization) algorithm. The idea of this algorithm it
to estimate the rank of a matrix M with access to a noised
version of the matrix: M + € where € is a centered gaus-
sian noise. In our procedure, we use a compromise between
Riax = min{m,n} as the theoretical maximum rank of the
matrix and Rypyr the rank given by VBMFE. We parameter-
ize this rank by a (« will be precised in the experiments and
called VBMF ratio) and it is given by:

R, = Rysumr + (1 — a)(Rmax — RyBmE) (1)

3.3. Convolution layer compression

The convolution layer is one of the most common layer in
neural network especially for computer vision. According
to [1], they represent more than 90% of the computation time
in AlexNet, VGG or ResNet.

Convolution layer. A convolution € transforms a tensor
X € R¥*WXH (for example an image of size H x W with
S = 3 colors) into an other tensor J € RTXW'XH" and ig
parameterized by a kernel tensor K € RT*S*WaxHa (For
convenience we also note wy and hg such that 2wy, +1 = Wy
and 2hg+1 = Hg.) ) is computed according to the following
formula 2:

S ha d
y[t,y,x]:z Z Z Klt, s, h,w]X[s,y+ h,z+w)

s=1 h=—hg w=—wq

As for the linear layer, to compress a convolution layer we can
decompose the parameter X and replace the layer €, with a
succession of new layers. The original tensor has T'SWH
parameters and the associated convolution require as much
additions-multiplications. We will present the two most nat-
ural generalisation of the SVD decomposition, both already

2Here we avoid the boundary case and assume that we can access ele-
ments of IC with negative indexes.

used with success for neural network compression: the CP
decomposition [19] and Tucker decomposition [18].
CP decomposition. The CP-decomposition of [ is:

R

r=1

Where )\; € R is the equivalent of singular value, Ui(j ) €
R™ is the equivalent of a singular vector and R is the rank
of the decomposition. ® is the outer product which is the
generalization to tensors of the product of a column vector by
a line vector.

The choice of R is the same dilemma as for the SVD.
As suggested by [17], it is possible to unfold the tensor of
order 4 into different matrix and estimate the rank of each
matrix and then take the maximum of all the different folding
as Rypymr. We can also compute a maximal possible rank
with Ryax = (TSWyH)/ max {T, S, Wy, Hy}. Like for
linear layer we use a combination of R, and Rypymr given
by Eq. (1). This decomposition can be computed efficiently
with an alternating least square algorithm. (We used the Ten-
soly [20] library.)

We now compute the output with the decomposed version
of K:

E E g Sy S U AU U U (X sy + o+ )

This expression leads to a new sequence of 4 convolution

layers (1 x 1 parameterized by U(®), H, x 1 parameterized by
UM | 1 x Wy parameterized by U("W) and 1 x 1 parameterized
by U™)) which has R(T + S + Hy + W) parameters and as
much additions-multiplications. If we compare to the original
convolution if R is small enough there is a compression of the
layer.
Tucker decomposition. The Tucker decomposition de-
composes K as K = G x1 UT) xo UB) g UH) 5, (Wa),
Where ¢ € RErxBsxRu,xBw, g a3 core tensor,
(UM, U@, yH) gWa)) a set of factor matrices with
UM e REaxA and x; is the mode product along mode 7.

Contrary to the CP decomposition, to be able to use
the decomposition in a new sequence of layer, its better
to only decompose along axis S and 7' leading to what is
called Tucker-2 decomposition: K = G x; U (1) %o, UG,
This decomposition can be computed efficiently with an
alternating least square algorithm [20]. For one element we
get this expression:

Klt, s, hyw] = S ST

rs=1 re=1

Glre, s, hyw]UD [y, U S [,

Like for CP we can replace K by its decomposition in
the expression of the convolution to get the new sequence
of layer. We then get three new layer: first a linear layer
fs(X) = Xi[rs,y, 2] = US|, 7] - X[:, y, 2], then a smaller
convolution €¢ parameterized by G and another linear layer



fr(X) =UD[t,:] - Ay[:, y, z]. In other word we have € =
fro€go fs.

Like for CP it is possible to use VBMF to find the ranks
of the decomposition [18]. The rank Rg_y pasr is given by
VBMF on the unfolding of size (S, TH4W,) and the one for
Ry _vpur by VBMF on the unfolding of size (T, SH;W,).
Then we get the rank Rg and R by applying Eq. (1). As the
new sequence has RgS + RgRpHyW,4 + RpT parameters
and require as much addition-multiplication with a rank small
enough it leads to a reduction of the number of parameters and
addition-multiplication.

3.4. Fine-tuning

Once the original layers have been replaced by their com-
pressed version, we get a fully functional neural network that
can be used to perform prediction and can be trained. As the
decompositions are computed to minimize the reconstruction
error of each tensor and not the global loss of accuracy, it is
possible to train the decomposed network to improve the ac-
curacy. (In most of the case this lead to almost recover the
original accuracy.)

The fine-tuning was done with the Adam optimizer with
B = (0.9,0.999) and a weigh-decay of 0. For a starting
learning rate ;1 we perform 5 epoch at u, 5 at /10 and 5
at 1/100. The learning rate depends on the decomposition,
we used 10~7 for CP and 10~ for Tucker-2.

4. ADVERSARIAL ATTACKS AND ROBUSTNESS

4.1. Adversarial attacks

An adversarial example can be represented as follows: given
an original input x, x,q, is an adversarial example of x if
Zadv = T + § (I is a small perturbation) such that the predic-
tion for z,q, by a given model differs from the prediction for
T.

Among all the different attacks we will use white-box
non-target attacks (the attacker has full reading access to the
network) that are gradient based. Those attacks are very effi-
cient and can mislead a normal network with very small per-
turbations.

We used three different attacks to check the robustness of
the network : the Fast Gradient Sign Method (FGSM) [2], the
Projected Gradient Descent (PGD) [21] and the Carlini and
Wagner (CW) attack [22].

4.2. Adversarial training

This sensitivity to adversarial perturbation requires to intro-
duce methods to prevent this effect. Until now, two methods
exist to harden neural networks against adversarial perturba-
tions. The first one is regularization methods that penalize
noise expansion throughout the network [23]. The second
method, the most popular, is the adversarial training [2, 21]

which consists of using adversarial examples generated from
the training data set to increase robustness locally around the
training samples. In this paper, we use this method to create
a robust model.

Adversarial learning consists of learning on the adversar-
ial examples computed through the adversarial perturbation.
This learning procedure is typically presented as a robust min-
max optimization problem, given by Eq. (3).

max L(z® 4 6,49:0) (3)

1
0F. = argmin — E
adv g
I8l <e

€9 T () y)en

where L(x,y;0) is the loss function for each example (z,y)
of the data set D containing N examples.

The training is usually processed using an optimization
algorithm based on gradient descent on mini-batches. It is
important to note that at each iteration of the optimization
process, the neural network parameters are updated, and it is
necessary to compute the adversarial perturbations with re-
spect to these new parameters at each iteration. This step rep-
resents an additional computation time compared to classical
learning.

5. EXPERIMENTS

In this section, we investigate the robustness of
tensor-decomposition based compression by studying the
effect of diverse adversarial attacks on different architectures
with different robustness properties. All the experiments
were conducted on the challenging ImageNet dataset. The
models we investigate are provided by [24]. They consist in
various robustness levels e.,in of the architectures ResNet18,
ResNet50, WideResNet-50-2 and WideResNet-50-4,
pretained on ImageNet.

The robustness levels we considered for these models and
for the norm 2 constraint are &y,;,; = 0 (non robust model),
€wain = 0.1 (slightly robust model), €uain = 1 and eyain =
5 (robust models). We also investigated robustified models
WideResNet-50-2 with respect to the infinite norm for €y, =
0.5, gain = 2 and ey = 8.

Table 1 reports the results obtained for the well-known
ResNet50 architecture, for a PGD adversarial attack. Similar
tables for the other architectures and FGSM adversarial attack
have been obtained with a qualitative consistency across the
results. They are shared in the GitHub repository (see foot-
notel).

In the first part of this section we compressed models with
different robustness with the standard procedure as described
in section 3. After observing that the standard fine-tuning
procedure suppress the robustness of largely robust method,
we showed in the second part, that this could be overcome by
using a small learning rate. In the third part, we compared
with a baseline consisting in adversarial fine-tuning.



Table 1. Top 1 accuracy under PGD adversarial attacks for models of Resnet-50 architecture with different robustness degrees
(parameterized by ey4in). We indicate the compression ratio (of the number of parameters) of each compressed model and the

nature of the fine-tuning (F.T.) we used.

Top 1 Accuracy (%)

Attack strength ¢

0.001 0.0025 0.005 00075 001 003 01 1
Comp.

€train  Model ratio E.T.
Original 637 471 254 106 48 02 01 00
@ 583 449 252 119 57 02 01 00
0 cp 1554 gundard 663 539 333 168 83 04 01 00
@ 555 389 194 82 37 01 00 00
Tucker2 1433 ¢ hdard 647 486 265 122 64 02 00 00
Original 726 692 627 555 483 119 55 0.1
@ 682 648 585 513 445 114 56 0.1
01 CP 1356 Gundard 717 677 600 521 439 90 42 00
> 621 580 514 442 373 80 36 00
Tucker2 1430 ¢ hdard 710 662 572 477 383 60 27 00
Original 557 553 546 538 531 471 423 15
cp 1505 @ 442 438 430 422 414 355 310 3.6
5 : Standard  55.1 544 531 518 504 393 32.1 23
@ 319 314 307 299 291 232 191 14
Tucker2  1.505 g dard 489 482 471 461 449 367 308 3.

5.1. Standard procedure

We begin by implementing the standard procedure for a tensor
decomposition based compression of neural networks. It con-
sists in choosing an appropriate VBMF ratio « for each archi-
tecture. The parameters chosen are acp = 0.8, aryckers = 0.8
for ResNetl8, acp = 0.9, aryckerr = 0.8 for ResNet50 ,
acp = 0.8, aryckerz = 0.8 for WideResNet-50-2, acp =
0.8, atyckerz = 0.9 for WideResNet-50-4. On each of these
compressed models, we perform the standard fine-tuning that
we described in the previous sections. This procedure allows
us to investigate the robustness of the compressed models.

We perform the FGSM, PGD attacks on these different
models and CW attack on the very robust models. We observe
in all the architectures that the robustness is well conserved
(and even improved if the model is not robust).

5.2. Importance of a small learning rate

For robust models, when the learning rate is adjusted based on
accuracy improvement, the robustness of the models is com-
promised. This could intuitively be understood by observ-
ing that largely robust models have significantly less accuracy
than their non robust counterparts (for example, Resnet50 of

cwain = 0 has a top 1 accuracy of 75.8 on ImageNet while
the robust version with ey, = 5 has a top 1 accuracy of
only 56.13, as reported in [24]). This implies that perform-
ing standard fine-tuning after compression of a largely robust
model will very likely converges to models with better accu-
racies and thus loosing of robustness preserved by the tensor
decomposition of the layers.

To retain this robustness, we investigated the use of small
learning rates. We aim to examine whether there exists a min-
imum nearby our compressed model that can recover the ro-
bustness of the original model. We performed 30 epochs with
a starting learning rate of 10~° for Tucker2 and 10~7 for CP.

Figure 1 illustrate the difference between a large and a
small learning rate for the architecture WideResNet50-2 with
a robustness Ey,in = 5 with the constraint of norm 2. We
clearly observe that the compressed model obtained through
large learning rate fine-tuning has a better accuracy for small
attacks but worst robustness than the original model (as it
converged to a more accurate but less robust model). For
the compressed model obtained through small learning rate
fine-tuning, the robustness and accuracy are in bulk conserved
(with a slight decrease due to the compression).
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Fig. 1. Comparison of the top 1 accuracy on ImageNet for a
robust WideResnet50-2 model (with £,y = 5 for a nomn 2
constraint) between the original version, the compressed ver-
sion with small learning rate fine-tuning (10~%) and the com-
pressed model obtained with large learning rate fine-tuning
(10~%).

5.3. Comparison with adversarial fine-tuning

As a baseline comparison, we investigated the replacement of
the standard fine-tuning by an adversarial fine-tuning. It is the
existent method in the literature proposed by Gui et al. [16]
(if we disregard the sparsity and quantization constraints). For
this, we used the robustness package [25]. We performed 30
epochs with a decrease of the learning rate every 10 epochs
by a factor 10. eyqin 1s the same as the robustness degree of the
original model unless precised otherwise. We used multiple
learning rates each time and reported the result of the empiri-
cally optimal ones. The remaining parameters are the default
ones in the robustness package.

We illustrate the similarity between the standard and
the adversarial procedure by considering the architecture
WideResNet50-2 with a robustness &g, = 1 with the
constraint of norm 2. In Figure 2, we plot the top 1 accuracy
on ImageNet for the original model, the accuracy of the
compressed model (using CP decomposition) without
fine-tuning as well as the accuracy of the compressed
model after fine-tuning with the small learning rate, and
a compressed model obtained by replacing the standard
fine-tuning by adversarial fine-tuning. Similar results are
obtained for different architectures and robustness levels.

6. CONCLUSION

We provided strong evidence that compression by tensor de-
composition is able to preserve the robustness of the original
model, a crucial property for the security, reliability, and eth-
ical integrity of Al systems in various domains. To maintain
high robustness in models, it is essential to employ a small
learning rate during fine-tuning, even though larger learning
rates yield higher accuracy. The achieved robustness is com-
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Fig. 2. Comparison of the top 1 accuracy on ImageNet for a
robust WideResnet50-2 model (with ey, = 1) between the
original version, the compressed version, without fine-tuning,
with small learning rate fine-tuning (10~°) and with adversar-
ial fine-tuning.

parable to that obtained by using adversarial fine-tuning, yet it
does not necessitate expertise in defense methods. We believe
it is an important step forward for a wider use of compression
by decomposition.

We focused our experiments on image classification, but it
would be interesting to conduct similar experimentation and
determine if these conclusions generalize to other domains.
As tensor decomposition leads to compressed but valid neu-
ral networks, it is possible to use tensor decomposition as a
first step before performing pruning or quantization. Even if
separated results on pruning and quantization on one side and
our results on the other side suggest that combining differ-
ent techniques should not cause robustness issues, it would
be important to properly confirm it.
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