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Laboratory of Security of Components (LSCO)

Post-Quantum Cryptography (PQC)
¢ Branch of cryptography, introduced due to
cyber threats of qguantum computers
v Optimistic estimates of two decades to

- . Motivations of Crypto-agility
* Shor’s algorithm
B . Grover’s algorithm @t“m Cryptography < Uncertain security of cryptosystems
/ *» Standardization of many cryptosystems

break the cryptographic algorithms FUTURE CRYPTOSYSTEMS Three main sphere of actions
*» Focus on designing quantum-resistant o 1. Sharing Strategy : mutualization of lower-
cryptographic algorithms that can be run on CURRENT CRYPTOSYSTEMS level cryptographic primitives
classical processors. 2. Optimizations : Memory footprint, area
“* The security of future cryptosystems rely on (~ B\ surface and performance as main metrics
mathematical problems based on different i SYMMETRIC CRYPTOSRAPHY 3. Security : side channel and fault injection
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» RSA : Integer Factorization problem
» ECC : Elliptic Curve Discrete Logarithm problem SECURITY
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NIST PQC standardization project OPTIMIZATIONS
Lattice-based cryptography _ «»» Launched in 2016 to define new PQC () @
Code-based cryptography cryptosystems that are meant to underpin the ‘“
B Isogeny-based cryptography _ . . (pk, sk) € KeyGen()
security of our future communications ’ a
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* Itinvolves two categories : | s p—

@ o Key Encapsulation Mechanisms (KEM) and - apher®=—
< Decaps(:sk, C)

CRYSTALS-Kybet Digital Signatures (DS) algorithms
M < CRYSTALS-Kyber [1] as first selected algorithm
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*» Three alternative candidates based on the theory
of error-correcting codes, including HQC [2], may
also be selected.
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NIST PQC competition : Round 4 KEM scheme

Targeted Crypto-Aqility & State of the Art

CRYSTALS-Kyber : Module-Learning with Error, lattice-based problem Hamming Quasi-Cyclic : Quasi-Cyclic Syndrome Decoding, code-corrector problem
- _ Ly message codeword] _n - n e
For a polynomial ring R, = TR Given : I | | X

encode | +—» codeword

» codeword —» | decode

- Apublic A € RF** and a secret s € R obtained uniformly
X RX

- A small error e € R¥ wh fficients ar ined from a binomial distribution y* . . . . . .
Smalt errore q Whose coefficients are obtained from a binomial distribution ¥ Given a random Il-quasi-cyclic code C(n, k, d), with parity-check matrix H, and a

Knowing t = As + e and A, it is difficult to find s uniform e € F? with Hamming weight lower that
= dis the minimal distance of the code
Polynomial multiplication with NTT (Number Theoretic Trasform) = H is the matrix used to characterize the error
« NTT/INTT operations to switch data in the desired domain. Based on FFT, it has a Knowing s = eH! and H, it is a difficult problem to find the small e

regular structure, composed of butterfly units
« Coefficient-wise multiplication is performed using NTT operation structure
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Concatenated code in hqc-128
* Reed-Solomon as external code
* Reed-Muller as internal code 7368 —

o | ) | NTT (B (G —— RM(L.7)
DFR =27128 " encode -
H_/ 46B — | + +
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multiplication B - e
u Repetition code

RM(1,7)
decode

: ; 16B— [ m
’ | ~ x log(n) multiplications —

n multiplications
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2 x log(n) multiplications

o Time-consuming operation in Lattice-code agility
CRYSTALS-Kyber (focus of this PhD)
25% m Hash functions !—lardware | '~40 | 1 implementation
Polyn. Mult.with NTT | Implementation implementations No state of the art
Others Hardware ~10 / for this targeted
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Time-consuming operation in HQC

M Hash functions
Polynomial Multiplication

B Decoding function

Le Others
implementation + Implementations agility
Security
First sharing analysis
absorbing | squeezing HEIES ENESIE Performance
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Hash functions Pseudo-random
: _aqili i _aqili ' (2) (b) (2) (b) (2) (b)
« SHAKE with : (a) Cryp_to_agl_llty with | _(b) prypto aglllt)_/ with
fixed output siz enumber YEMEEIE optimizations optimizations and sharing strategy MCPU mIPKyber BIPHQC fshared Stiategy
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