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CRYSTALS-Kyber : Module-Learning with Error, lattice-based problem

For a polynomial ring 𝑅𝑞 =
ℤ𝑞

𝑋𝑛+1
. Given :

 A public 𝑨 ∈ 𝑅𝑞
𝑘𝑥𝑘 and a secret 𝒔 ∈ 𝑅𝑞

𝑘 obtained uniformly

 A small error 𝒆 ∈ 𝑅𝑞
𝑘 whose coefficients are obtained from a binomial distribution 𝜒𝑘

Knowing 𝐭 = 𝑨𝒔 + 𝒆 and 𝑨, it is difficult to find 𝒔
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Context 

First sharing analysis

Targeted Crypto-Agility & State of the Art

Post-Quantum Cryptography
• Shor’s algorithm 

• Grover’s algorithm 

CURRENT CRYPTOSYSTEMS

SYMMETRIC CRYPTOGRAPHY

ASYMMETRIC CRYPTOGRAPHY

Secret shared key

 RSA : Integer Factorization problem

 ECC : Elliptic Curve Discrete Logarithm problem

 AES

FUTURE CRYPTOSYSTEMS

NIST PQC standardization project
 Launched in 2016 to define new PQC 

cryptosystems that are meant to underpin the 

security of our future communications

 It involves two categories :

o Key Encapsulation Mechanisms (KEM) and 

Digital Signatures (DS) algorithms

 CRYSTALS-Kyber [1] as first selected algorithm

 Three alternative candidates based on the theory 

of error-correcting codes, including HQC [2], may 

also be selected.
NIST PQC competition : Round 4

Lattice-based cryptography

Code-based cryptography

Isogeny-based cryptography

Motivations of Crypto-agility
 Uncertain security of cryptosystems

 Standardization of many cryptosystems

Three main sphere of actions
1. Sharing Strategy : mutualization of lower-

level cryptographic primitives

2. Optimizations : Memory footprint, area 

surface and performance as main metrics

3. Security : side channel and fault injection 

attacks

KEM scheme

(pk, sk)  KeyGen()

(c, K)  Encaps(pk)

K  Decaps(sk, c)

SECURITY

KYBER
HQC

SHARING 

STRATEGY

OPTIMIZATIONS

Hamming Quasi-Cyclic : Quasi-Cyclic Syndrome Decoding, code-corrector problem

Given a random l-quasi-cyclic code 𝐶(𝑛, 𝑘, 𝑑)𝑞 with parity-check matrix 𝐻, and a 

uniform 𝑒 ∈ 𝔽𝑞
𝑛 with Hamming weight lower that 𝜔

 d is the minimal distance of the code

 H is the matrix used to characterize the error 

Knowing 𝒔 = 𝒆𝑯𝒕 and 𝑯, it is a difficult problem to find the small 𝒆
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NTT 𝑏
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multiplication
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Time-consuming operation in 

CRYSTALS-Kyber
Time-consuming operation in HQC

Polynomial multiplication with NTT (Number Theoretic Trasform)

• NTT/INTT operations to switch data in the desired domain. Based on FFT, it has a 

regular structure, composed of butterfly units

• Coefficient-wise multiplication is performed using NTT operation structure
Concatenated code in hqc-128

• Reed-Solomon as external code

• Reed-Muller as internal code

Post-Quantum Cryptography (PQC)
 Branch of cryptography, introduced due to 

cyber threats of quantum computers

 Optimistic estimates of two decades to 

break the cryptographic algorithms

 Focus on designing quantum-resistant

cryptographic algorithms that can be run on 

classical processors.

 The security of future cryptosystems rely on 

mathematical problems based on different 

approaches. 
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Metrics analysis

CPU IP Kyber IP HQC Shared Strategy

Area surface

Performance

Memory footprint

Hash functions

• SHAKE with 

fixed output size

Pseudo-random 

number generation


